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Data Protection Policy
The Data Protection Act 1998 imposes certain obligations on firms with respect to personal data.  Compliance with the Data Protection Act is the responsibility of the AR Firm.  The AR Firm is required to make the necessary arrangements to ensure ongoing compliance and make the necessary applications and disclosures to the information Commissioner.  All personnel employed and/or authorised under Kinleigh Financial Services Limited are required to adhere to this policy.
The Data Protection Act 1998 sets out eight rules that data controllers must follow for protecting personal information, these are known as the eight principles. 
Personal data must be;

(1) Processed fairly and lawfully

(2) Processed only for one or more specified and lawful purpose

(3) Adequate, relevant and not excessive for those purposes

(4) Accurate and kept up to date – data subjects have the right to have inaccurate personal data corrected or destroyed if the personal information is inaccurate to any matter of fact
(5) Kept for no longer than is necessary for the purposes it is being processed

(6) Processed in line with the rights of individuals – this includes the right to be informed of all the information held about them, to prevent processing of their personal information for marketing purposes, and to compensation if they can prove they have been damaged by a data controller’s non-compliance with the Act

(7) Secured against accidental loss, destruction or damage and against unauthorised or unlawful processing – this applies to you even if your business uses a third part to process personal information on your behalf.

(8) Not transferred to countries outside the European Economic Area – the EU plus Norway, Iceland and Liechtenstein – that do not have adequate protection for individual’s personal information, unless a condition from Schedule four of the Act can be met.
· Client File Retention

As per FSA requirements, a client file should be retained for 6 years after the relationship has terminated.  The documentation to be held on any paper client file should include the following;

(a) Express Consent

(b) Primary

(c) Secondary ID

(d) Evidence of Income

(e) Budget Planner/Moving Cost Summary

(f) Fee Agreement

(g) Mortgage Application Form

(h) Medical Consent Form (if protection sold)

It is not essential for this file to be held in paper format, if the adviser chooses to scan all documents onto the Launchpad system for retention under the case record this is acceptable.

Once the 6 year retention period expires, manual data should be destroyed securely either by use of a reputable secure recycling firm or by in-house multi-way shredder.  

· Secure Storage

As per guidance taken directly from the Information Commissioners office, all computerised personal data must be held securely.  Therefore all systems, PC’s & Laptops must be password protected.  

All manual files i.e. those that are held in a readily accessible structured filing system must also be held securely.  The definition taken from the information commissioners office states that the storage facility must be a permanent solid building which is locked and where possible alarmed.  The information commissioner’s office has specifically identified garden sheds or other non-permanent structures to be unsuitable for the purposes of holding client data.
· Subject Access Requests

Where a client requests access to data held about them, this request must be made in writing to the compliance officer of Kinleigh Financial Services Limited.  

In accordance with the Act, once identity has been verified, all requests will be actioned within the prescribed 40 calendar days.  We reserve the right to charge the maximum £10 to process this request; however in most cases a charge will not be made.
Where a client makes a request for data to be changed and/or updated, this request must be referred to the compliance officer of Kinleigh Financial Services Limited.  In accordance with the Act, once identity has been verified, all requests will be actioned.
· Verifying Identity of Callers

Identity of a caller must be verified prior to divulging personal data specific to any mortgage and/or protection case.  A minimum of two security questions should be asked of all callers to ascertain identity i.e. Date of Birth, Current Postcode, First line of current address, First Line of Mortgage Address etc
If identity can not be verified by these questions, information must not be provided.  Whilst we accept that this may cause some distress, we are required to ensure that all personal data is retained securely and not shared unlawfully.
· Offer Qualification

Where a potential buyer provides personal data in relation to the qualification of an offer, this data must not be documented on a buyer card or offer form and should not be made available or accessible to staff outside of the Financial Services remit.  All information, upon completion of offer qualification should be destroyed securely unless it is to be used in connection with an authorised adviser arranging and advising on a mortgage.
