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FINANCIAL CRIME PREVENTION

As an Appointed Representative Firm of LGPSL, we are required to implement and document appropriate systems and controls to counter the risk that the firm might be used to further financial crime. We are responsible for ensuring that arrangements are in place in respect of the following:
Fraud & Dishonesty

Kinleigh Financial Services culture is one of integrity and honesty and it will not tolerate any dishonesty, deception, false accounting, concealment, bribery or deprival of funds, theft of assets or data from the business or the deliberate causing of financial loss, be it internal or external, and whether perpetrated by outsiders, customers, agents, executives or staff.
Kinleigh Financial Services will not tolerate fraud. The AR Firm must implement and document procedures to:
· Ensure the security and integrity of the assets of the AR Firm by putting in place appropriate control and review procedures;

· Ensure staff are aware of their responsibilities for the prevention and detection of fraud; and

· Ensure that all allegations of fraud are reported and dealt with appropriately.

All allegations or instances of Fraud & Dishonesty must immediately be reported to the Head of Compliance of Kinleigh Financial Services, this will then be notified to the Head of Risk & Controls of LGPSL.  No other action must be taken until advice is received from the Head of Compliance/LGPSL. In particular you should ensure that documents are not interfered with, computers are not accessed and the individuals not

approached until the allegation has been discussed ultimately with LGPSL.
LGPSL will decide whether or not an investigation is warranted and if so, you must provide the investigation with assistance and support required. It is intended that those implicated will be pursued through the courts with a view to conviction and the recovery of assets or restitution.
Whistleblowing

The AR Firm must implement and document appropriate whistleblowing procedures in respect of the following: (For examples of which, please refer to the Public Interest Disclosure Act - http://www.legislation.hmso.gov.uk/acts/acts1998/19980023.htm)

• Fraud or financial irregularity;

• Corruption, bribery or blackmail;

• Criminal offences;

• Failure to comply with a legal or regulatory obligation;

• Miscarriage of justice;

• Endangering the health or safety of any individual;

• Endangering the environment; or

• Concealment of any of the above.
Kinleigh Financial Services Ltd is firmly committed to maintaining the highest standards of business ethics, honesty, openness and accountability. It recognises that all of its employees and associates have an important role to play in achieving these goals.
If any member of staff has a concern about malpractice or failure to comply with FSA or any other regulatory requirement then the concern should be raised first with the Head of Compliance or the LGPSL’s Head of Risk & Controls.  These concerns will then be reported to the Whistleblowing Liaison Officer. This may be done verbally or in writing.
Facts of the matter should be stated clearly and any direct or personal interest in the matter should also be declared at this stage.

The Head of Compliance MUST report all concerns raised with them to the Whistleblowing Liaison Officer.
If an individual is unable to raise the matter with the Head of Compliance, someone in their immediate line management or the LGPSL Head of Risk & Controls, for whatever reason, the Whistleblowing Liaison Officer within Legal & General’s Forensic Accounting Unit may be contacted directly.
The FSA expects individuals to use the internal process to report relevant concerns in the first instance and only report the matter directly to them if a worry has been disclosed internally and there is concern either with the response or the lack of response, or if there is any other reason the individual feels unable to talk to anyone internally.
Anti-Money Laundering

The AR Firm must implement and document arrangements to ensure that all staff are aware of their responsibilities in respect of the reporting of suspicious transactions.
Any questions or issues in respect of anti-money laundering arrangements (e.g. training, identification etc) should be raised in the first instance with the Head of Compliance who, where necessary, can contact the LGPSL Head of Risk & Controls for further guidance or advice.
All Suspicious Activity Reports (SARs), in respect of activity over which LGPSL has compliance responsibility, must be made in accordance with the following procedures:
· If a member of staff identifies an activity as being suspicious in any way, they must stop acting in respect of that transaction (without notifying the customer of the reason) and notify the Head of Compliance without delay.

· The Head of Compliance must in turn immediately report this to the Legal & General Money Laundering Reporting Officer (MLRO) at Group Compliance, Financial Crime (GCFC) team using the Suspicious Activity Referral (SAR) form.   (The Suspicious Activity Referral form can be emailed, faxed or posted to Group Compliance)
The Offences

The level of proof that is required in order to be found guilty of ‘Failure to Disclose’ a 
suspicion has been lowered to include circumstances where you have reasonable 
grounds for ‘knowing or suspecting’.

This means that even if you did not actually suspect money laundering, you can now be found guilty of ‘failure to disclose’ if a court decided that you should have known, or suspected.

The penalty for failing to disclose a suspicion is a fine or imprisonment, or both, for a maximum term of five years.


If you become suspicious of a transaction that is being processed you should immediately make a report to you Head of Compliance and stop processing the transaction until you receive written authorisation to proceed.  Ultimately Kinleigh Financial Services Ltd will obtain written authorisation from the L&G MLRO.

This means that if you continue to process a transaction after making a Suspicious Transaction Report you may be committing the offence of ‘Arrangement’. This carries a maximum penalty of 14 years imprisonment and/or fine.
In summary the new offences are:

· Concealing – that is hiding the proceeds of your crime or somebody else’s.

The Penalty = fine or imprisonment, or both, for a maximum term of 14 years
· Arrangement – is ‘helping’ someone else hide the proceeds of crime.

The Penalty = fine or imprisonment, or both, for a maximum term of 14 years.
· Acquisition and Possession

a person commits an offence if they:

· acquire criminal property

· use criminal property

· have possession of criminal property

The Penalty = fine or imprisonment, or both, for a maximum term of 14 years.
· Failure to Disclose
You ‘Fail to Disclose’ if you knew, suspected or should have suspected in the course of your work that another person was engaged in financial crime and did not make a Suspicious Transaction Report as soon as practicable to a Money Laundering Reporting Officer.

The Penalty = fine or imprisonment, or both, for a maximum term of 5 years.
· Tipping Off
If you know or suspect that a Suspicious Transaction Report has been made and you do anything to prejudice any subsequent investigation (e.g. Informing the customer of your suspicion), then you may be committing the act of ‘Tipping Off’.

The Penalty = fine or imprisonment, or both, for a maximum term of 5 years.

General Requirements

Identification:

· A record keeping system is in place for all transactions to verify the identity of customers; all business submitted must contain both primary & secondary id on the client file, the qualifying criteria for these are aligned with the L&G Anti-Money Laundering ID Matrix.

· If at any time a client queries the reasoning for this, an excellent tool for helping them to understand the requirement is the FSA Consumer Fact Sheet “Checking your Identity”.
Training Procedures must be in place for training staff such that:

· All members of staff and agents are aware of the requirement to identify, and report, suspicious transactions as specified in the Proceeds of Crime Act 2002, (and other anti-money laundering legislation) as well as knowledge of the criminal offences detailed within the Act;
· Appropriate staff are adequately trained so that they can recognize and deal with financial crime, and the reporting requirements. All management and advisors must complete the Financial Crime Computer Based Training provided by LGPSL.

